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The two types of security are connected,
and we can take steps to enhance both.

By Dorothy Cave

n today’s digital age, security and safety in the emergency communica-

tions center (ECC) comes in two distinct varieties — cyber and physical.

As telecommunicators in the ECC, we are required to ensure that we

are not the ones who get our system sick. But what does that mean?

Seemingly innocent activities — like
doing our Christmas shopping while sit-
ting on a midnight shift, or joining a dating
site on your agency computer during a slow
shift — can have dangerous consequences.
According to a January 18 report by Firewall
Times, Amazon’s latest data breach was in
October 2021. Hackers accessed Twitch, a
streaming platform owned by Amazon, and
gained 128 gigabytes of personal informa-
tion; this information included the account
owners’ wages. There have also been leaks
every year from 2014-2021.! Why are we talk-
ing about Amazon data breaches? Well, they
are the biggest online seller of goods. Most of
us have Amazon accounts, and there is noth-
ing wrong with one as long as you are smart
about keeping them clean, having unbreak-
able passwords and, most importantly, keep-
ing them off your agency’s internet platform.

One online security expert ran an experi-
ment as described by KSL TV in Salt Lake
City, Utah, showing that once an account
is compromised “one out of five accounts
(18%) get accessed within one hour,” and
“40% are accessed by cyber criminals within
six hours.” What can we do in our ECC to
stop our system from being hacked? In “Why
Cyber Hygiene Matters,” appearing in PSC
magazine’s September/October 2022 issue,
Megan Bixler, APCO International technical
program manager for the Communications

Center And 9-1-1 Services Department, wrote
about how passwords can slow down hack-
ers. Online accounts have become common
place, and the account owners must ensure
they develop strong and unique passwords.
The passwords that we choose can make or
break our system.

When you receive emails from your IT
department, put some thought into what
your password will be. If you have a pass-
word like Password123!, you are setting
yourself and your agency up for failure. As
Bixler pointed out, there are some very good
techniques to ensure your password is not
hackable. “An example of this is turning the
phrase “APCOCybersecurityProgram” into
“@Pc0cYb3rs3cUr!tyPr0Gr@m.” Because
ECC staff must change their passwords often,
you may want to invest in a password keeper.

Agencies do their best to ensure hackers
cannot make it through their firewalls by
installing and using antivirus software. They
may even have certain sites blocked due to
their propensity to get hacked. It is never a
good idea for you to bypass a block because
as soon as you do, something could hap-
pen. Doing this is like saying the “Q” word
in an ECC (that’s “quiet” for those who are
unaware); just don’t do it! It is never a good
idea to save your passwords to your computer
either, especially in an ECC. Most centers
don’t allow you to sit in the same position

every shift so when you move, your informa-
tion moves (depending on your system log
in). One issue with saving your passwords
is failure to log out before leaving or going
to lunch. When your passwords are saved
and you don’t log out, anyone can use your
credentials. If a hacker makes it in under
credentials, whether you or someone else
logged in under your credentials, it will be

an issue for you and your agency. Here are a

few ways to ensure you are cyber safe:

« Change your passwords when prompted
by your IT department or autogenerated
notifications in CAD or agency operating
system.

o Never share your passwords with anyone
as they are your key into the system.

« Ifyoureceive an email that seems too good
to be true, don’t open it, and make sure
your supervisor and IT department know
about it. This is known as business email
compromise (BEC). Someone has targeted
the business or, in this case, the ECC. The
hacker is usually looking for money.

LET’S GET PHYSICAL

We also need to talk about physical
security in the ECC. Most ECCs are behind
a locked gate and/or several security doors,
and may have law enforcement officers onsite.
Some may include a retinal or palm scanner
to enter. Even with all that security, what else
can we do to ensure we are safe?

First, let’s talk about social media. Most
agencies forbid employees from divulging
their workplaces on social media. However,
if you post watch party photos or ECC
Christmas photos, or talk about some of the
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calls and callers, someone can figure out
where you work. These actions might seem
innocuous, but they are likely breaking your
agency’s social media policy.

Detective shows often depict someone
being followed and stalked based on their
social media posts. Unfortunately, this
happens more often than the general pub-
lic may realize. This could happen to our
telecommunicators, law enforcement offi-
cers, firefighters, EMTs or medics. There are
nefarious people who would not hesitate to
harm us just because of our jobs.

Your safety starts with your own behav-
ior. On social media, don’t accept a friend
request merely because this person is a
friend of nine friends out and “looks nice.”
Know who you are accepting as a friend on
social media and make sure your security
settings are adjusted. For example, some
settings only allow friends to view your
pictures or personal information. When
traveling between home and work remain
aware of your surroundings and maintain
situational awareness. Routine can be one
of the best access points for someone wish-
ing to do harm. If you arrive at work and

don’t recognize the vehicle behind you at
the access gate, pull through the gate and
stop. Allow the gate to close, and if they have
permission to enter, they will be able to open
the gate. When the midnight shift orders
food to be delivered, there should always
be two people to retrieve the delivery —
one inside the locked security door and one
going outside to get the delivery. Never prop
doors open. Human and varmint intruders
could gain access.

Today, not everyone may be a fan of our
industry. Knowing this, we must do every-
thing in our power to maintain a good work-
ing environment and protect our cyber and
physical safety. We must ensure we are not
the reason a hacker gains access to our
personal or work accounts when we accept
friend requests on social media sites or when
we access shopping sites. If your agency has a
policy against social media sites or accessing
anything that is not work related on work
computers, you must adhere to that policy.
Make sure you thoroughly read any policy
you receive because you are responsible for
upholding it. Your agency has a social media
policy for a reason — staff safety.

We all have to be diligent when ensuring
our safety as well as that of those around us and
work hard to keep out the bad actors. They affect
not only us but our citizens and responders as
well. Keeping a healthy network is the respon-
sibility of the IT Department, telecommunica-
tors, supervisors — in fact, everyone at your
agency is responsible for ensuring a physically
safe work environment. It takes everyone doing
their part following the policies and procedures
inplace. ®

Dorothy Cave is the APCO EMD Program
Manager for the APCO Institute.
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QUESTIONS

1.

3.

Online accounts have become
commonplace, leading to a need to
be smart about keeping them clean,
which includes:

a. Using these accounts through the
secure network in your ECC.

b. Developing strong and unique
passwords.

c. Maintaining the security of the
network by operating outside
networks such as Twitch.

d. Preserving all current and past
used passwords ensuring you
have a distinct password for each
platform.

The passwords you choose can:

a. Make or break a system.

b. Be listed within the network for
access by supervisors and ECC
personnel.

c. Always be used to ensure hackers
can only get as far as your access
allows.

d. Never be hacked if keptin a
secure network, much like
the networks used for radio
transmissions.

A good technique ensuring your
password is resilient and exclusive is
(choose all that apply):

a. Use the KISS method, Keep it
Simple, Keep it Short

b. Preserve the past and future
passwords together in a secure
document.

c. Conceal the password(s) you
choose by adding numerous
characters, numbers and other
special symbols.

d. Investin a password keeper.

4.

5.

6.

7.

ECCs do their best to ensure hackers

cannot make it into their networks

by:

a. Installing and using up-to-date
antivirus software.

b. Safeguarding restricted areas
within the agency and the ECC.

c. Making sure all employees log in
and log out at the same time.

d. Confirming all users have access
to the network and know the
boundaries.

The physical security of the
ECC is just as important as the
cybersecurity of your ECC.

a. True

b. False

All of these are techniques for

ensuring safety in the emergency

communications center except:

a. Being aware of the “friends” you
accept on social media.

b. Never leaving ECC doors propped
open.

c. Using a fingerprint scanner for
ECC access.

d. Allowing anyone to enter the ECC
who wants to.

When using social media, you should

not (choose all that apply):

a. Post your watch party or
Christmas photos.

b. Advertise your place of
employment.

c. Accept friend requests of those
you don’t know.

d. Be aware of your privacy settings.

8.

10.

When creating a new password, you
should always use P@$$word99 for
ease.

a. True

b. False

When traveling to and from work, be

sure you:

a. Remain aware of your
surroundings and maintain
situational awareness.

b. Use the same route every day so

others are aware of your location.

c. Leave the gate around your ECC
(if you have one) propped open
for shift change and especially
during critical incidents for ease
of access by incoming personnel.

d. When ordering food to be
delivered, only allow the delivery
person into the hallway of the
ECC.

Who is ultimately responsible for

ensuring the ECC networks maintain

good health, allowing public safety

telecommunicators to provide the

service expected to the responders

and community?

a. IT Department and upper
management

b. Telecommunicators

c. Supervisors

d. Everyone
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