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CDE #54568

Imagine that you and your significant other went out to dinner. When 
you get home, your front door is open. As you go inside, you notice that 
your living room looks different. Your television is missing, and there 
are muddy footprints all over. You conclude that somebody broke into 

your house and stole your television. An alarm system would have helped 
to alert you that this was happening.

MUDDY 
FOOTPRINTS 
ALL OVER 
YOUR 
NETWORK
How intrusion detection and 
prevention systems can help 
guard against cyber sabotage

We’ve all heard countless times how any-
thing that touches the internet is susceptible 
to a cyberattack. With the internet of things 
(IoT), Next Generation 9-1-1 (NG9-1-1), and 
countless other things that are connected to 
the internet, the risk for cyberattacks is at 
an all-time high. The television thief story 
is a real-world example of what an intrusion 
detection system (IDS) can do. According 
to the National Institute of Standards and 
Technology’s (NIST) “Guide to Intrusion 
Detection and Prevention Systems (IDPS),”1 

“Intrusion detection is the process of 

monitoring the events occurring in a com-
puter system or network and analyzing them 
for signs of possible incidents, which are vio-
lations or imminent threats of violation of 
computer security policies, acceptable use 
policies, or standard security practices.” An 
IDS is analogous to what an alarm would pro-
vide in a break-in. It warns when an attacker 
(e.g., thief or cybercriminal) gains unauthor-
ized access to possessions or systems. 

“An intrusion prevention system (IPS) 
is software that has all the capabilities of 
an intrusion detection system and can also 

attempt to stop possible incidents.”2 IPS pro-
vides policies and rules for network traffic 
to alert the necessary people (often network 
administrators) of suspicious traffic. Simply 
put – IDS identifies the problem, and IPS 
stops the problem. The rest of this article 
will use the term IDPS. An IDPS is primarily 
focused on identifying possible incidents, 
logging information about them, attempting 
to stop them and reporting them to security 
administrators.3

In addition to monitoring and analyzing 
events to identify undesirable activity, all 
types of IDPS typically perform the follow-
ing functions:
• Recording information related to observed 

events. Information is usually recorded 
locally and might also be sent to separate 
systems such as centralized logging serv-
ers, security information and event man-
agement (SIEM) solutions, and enterprise 
management systems.

IS
TO

CK
.C

O
M

/D
-K

EI
N

E

By Megan Bixler

http://ISTOCK.COM/D-KEINE
http://apcointl.org


35

P
S
C

 | 
S

ep
te

m
b

er
/O

ct
ob

er
 2

02
0

• Notifying security administrators of 
important observed events. This notifi-
cation, known as an alert, occurs through 
any of several methods, including the 
following: e-mails, pages, messages on 
the IDPS user interface, Simple Network 
Management Protocol (SNMP) traps, 
syslog messages, and user-defined pro-
grams and scripts. A notification message 
typically includes only basic informa-
tion regarding an event; administrators 
need to access the IDPS for additional 
information.

• Producing reports. Reports summarize 
the monitored events or provide details 
on particular events of interest.4

PROS OF IDPS
An IDPS is seemingly the right choice for 

any jurisdiction – especially one moving to 
NG9-1-1. IDPS increase network control while 
leaving minimal effort on the IT department. 
As described above, it is designed to catch 
malicious cyber activity and prevent damage 
by automatically reacting to those threats. 
Other key benefits of using an IDPS system 
are that it:
• Automatically notifies administrators of 

suspicious activity and stops a cyberattack.
• Blocks detected malicious activity from 

accessing your networks.
• Resets connections if network errors 

are detected by changing the security 
environment.

• Uncovers the presence of unfamiliar net-
works and hosts.

• Reduces the maintenance burden on IT 
staff. 

• Sets rules to allow or deny specific traffic 
from entering your network.

• Provides insight into real-time data streams.5

LIMITATIONS FOR IDPS
As with any cybersecurity solution, there 

are considerations to ensure that this is the 
right solution for your jurisdiction. Some of 
these include:
• IDPS does not block or prevent incidents 

from happening. This needs to be a part of 
an overall comprehensive cybersecurity 
plan. 

• IDPS can still be susceptible to cyberat-
tacks. Cybersecurity cannot be a single 
pronged approach. 

• IDPS can use a lot of bandwidth. If you 
are using an IDPS system, be sure to have 
adequate bandwidth to support your opera-
tions and the system.

• IDPS, like physical security systems, can 
report false positives. It is important to 
investigate any positive reports of network 
intrusion. 

EMERGENCY COMMUNICATIONS 
CYBERSECURITY CENTER (EC3)

In 2016 the FCC established the Task Force 
on Optimal Public Safety Answering Point 
(PSAP) Architecture (TFOPA). This task force 
was charged with reporting findings and rec-
ommendations for five topics: 
• Optimal PSAP system and network con-

figuration in terms of emergency com-
munications efficiency, performance and 
operations functionality.

• Cost projections for conversion to an annual 
operation of PSAPs that incorporate such 
optimal system design.

• Comparative cost projections for mainte-
nance of all existing PSAPs annually and 
upgrading them to NG9-1-1.

• Recommendations on ways to ensure 
states use E9-1-1 funding for their intended 
purpose.

• Whether states that divert E9-1-1 funds 
should be ineligible to participate on vari-
ous FCC councils, committees and work-
ing groups.
A final 2016 report and a 2017 supplemental 

report outlined cybersecurity considerations 
for NG9-1-1. One of those recommendations 
was the incorporation of the EC3. 

The EC3 concept (see Figure 1) allows for 
PSAPs from within and across jurisdictions, 
to connect to the core cybersecurity system 
and benefit from its capabilities, whether 
state, local, tribal or territorial. According 
to the FCC TFOPA final report:

The TFOPA has determined that an 
additional layer should be introduced into 
the recommended future architecture. The 
intent of the logical architecture proposed 
in the form of the EC3 is to create a central-
ized function for securing NG networks 
and systems. By centralizing certain fea-
tures, including cybersecurity in general, 
and Intrusion Detection and Prevention 
Services (IDPS) specifically, public safety 
can take advantage of economies of scale, 
multiple resources, and systems and best 
practices which may already be in place or 
at a minimum readily available for deploy-
ment and use.6

As noted, IDPS are made to identify cyber 
threats and mitigate those threats. The EC3 
concept encourages a holistic approach to 
emergency communication cybersecurity, 
which will allow local authorities to share 
costs, benefiting from comprehensive ser-
vices and capabilities that might otherwise 
be cost prohibitive. 

CONCLUSION
Today’s 9-1-1 systems are vulnerable to 

a plethora of cyberattacks. As our industry 
moves to NG9-1-1, we need to be vigilant and 
protect valuable 9-1-1 networks. As APCO's 
Broadband Implications for the PSAP report 
states, “cybersecurity should be 'baked in,' 
not bolted on.”⁶ When implementing new 
systems and networks, emergency com-
munications centers should consider all 
cybersecurity measures in the initial plans 
to secure sensitive data. In 2016 and 2017, the 
FCC recommended the use of IDPS systems 
for emergency communications due to the 
identification and mitigation capabilities 
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of this technology. Overall, any jurisdic-
tion should frequently review their cyber-
security program with guidance from the 
NIST’S “Framework for Improving Critical 
Infrastructure Cybersecurity.”8   •
Megan Bixler, is the Standards Program 
& Consulting Services Manager for APCO 
International. She works in the Comm Center 
and 9-1-1 Services department as the staff 
liaison for standards development initiatives 
and oversees consulting services. Her email is 
Bixlerm@apcointl.org.
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CDE EXAM #54568
 1) IDPS stands for:

a.  Industry detection for public 
safety

b.  Intrusion detection and 
prevention systems

c.  Intrusion detection for public 
safety 

d.  Intrusion documentation for 
public services

 2) EC3 stands for:
a.  Emergency communications 

cybersecurity center
b.  Emergency communications 

center cybersecurity
c.  Emergency communications 

center CPE protection
d.  Emergency communications 

cyberattack counterattack

 3) The FCC TFOPA report outlined an 
EC3 concept that includes IDPS 
components.

  a.  True
  b. False

 4) Cybersecurity should never be 
thought of when implementing new 
systems

  a. True
  b. False

 5) The EC3 concept has the following 
considerations:

  a.  IDPS system
  b.  Inspection and filtering of data
  c.  Scalability 
  d.  All of the above
  e.  None of the above

 6) The EC3 will monitor network health.
  a. True
  b. False

 7) IDPS is primarily focused on:
a.  Identifying phishing or 

ransomware attempts, logging 
information about them, and 
sending an e-mail to security 
administrators

b.  Identifying physical intruders, 
attempting to stop them by 
notifying an alarm company, and 
automatically reporting them to 
local police

c.  Identifying possible incidents, 
logging information about 
them, attempting to stop them, 
and reporting them to security 
administrators

d.  Identifying social media trends 
and characterizing the language 
for natural disasters.

 8) IDPS cannot be a single pronged 
approach to a jurisdiction’s 
cybersecurity plan. 

  a. True
  b. False

 9) The EC3 allows jurisdictions to take 
advantage of:
a.  Economies of scale
b.  Multiple resources
c.  Systems and best practices that 

may already be in place or at a 
minimum readily available for 
deployment and use.

d.  All of the Above

10) IDPS systems do not help the IT 
department. 

  a. True
  b. False
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